
341 

 

ANALYSING THE PERPETRATORS OF CHILD PORNOGRAPHY 

COMMITTED THROUGH SOCIAL MEDIA AT JAKARTA 

METROPOLITAN POLICE REGION (A CASE STUDY ON POLICE 

REPORT NO: LP/157/ III/ 2017/ PMJ/DIT.RESKRIMSUS,  

MARCH 6, 2017) 
 

 
1
Roland Olaf Ferdinan, 

2
Basir, 

3
Surya Dharma 

1,2,3
 Police Studies, School of Strategic and Global Studies, Indonesia University 

E-mail: rolandbeatrix88@gmail.com 

 

Citation: Roland Olaf Ferdinan, Analysing the Perpetrators of Child Pornography 

Committed through Social Media at Jakarta Metropolitan Police Region (a Case Study on 

Police Report No: LP/157/ III/ 2017/ PMJ/DIT.RESKRIMSUS, March 6, 2017), Management 

Technology and Security International Journal, pages 341-364, 

http://doi.org/10.47490/mtsij.v2.i3.341364 
Received on 2 August 2021, Accepted on 4 October 2021, Published on 15 November 2021 

 

 

ABSTRACT 

The development of digital era continues. The number of internet service users is increasing. 

In addition to its positive impacts, the presence of digital technology, especially internet and 

social media, often has its negative impacts. One of them is the development of pornography 

through several social media, such as Facebook, Instagram, WhatsApp, Twitter and still 

many others. It is not only about adult pornographic sites, but also child pornographic which 

is also increasingly being spread in cyberspace. The study aims at analysing the perpetrators 

of child pornography committed through social media at Jakarta Metropolitan Police 

Region, using a case study on a police report No. LP/157/III/2017/PMJ/Ditreskrimsus dated 

March 6, 2017. The research employs the qualitative research approach and case study 

methods. Data are collected through interview and document review techniques. Then data 

will be processed based on the analysis technique proposed by Miles and Huberman 

referring to three qualitative data analysis techniques: data reduction, data presentation and 

drawing conclusions. The results of the research reveal that: (1) it is known that the profiles 

of the four actors criminal acts of child pornography through social media, they are 

perpetrators who tend to ignore and even create the same group and even specifically 

distribute, transmit and make child pornography content accessible; (2) the motives of the 

perpetrators are mostly from an economic perspective to get credit, and besides that they do 

this for personal pleasure; and (3) while the main supporting factor for them to commit this 

crime is the existence of adequate facilities and supported by their social environment. 

 

Keywords: child pornography, perpetrator, social media 

 

 

1. INTRODUCTION 

1.1 Background 

In digital era development, internet 

penetration reached 21% of the total 

6.68 billion people on earth in 

2008. It is estimated that one in five 

people in the world is an internet 

user. Based on the results of a 

survey conducted by Association of 

Indonesian Internet Service 

http://doi.org/10.47490/mtsij.v2.i3.341364
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Providers (APJII) that is presented 

by the head of Indonesian National 

Police Criminal Investigation 

Department in a meeting of all the 

heads of police regions and police 

resorts in 2017, it is found out that 

throughout 2016 internet service 

users in Indonesia experienced a 

very rapid increase compared to 

2014. Internet service users in 

Indonesia in 2016 amounted to 

132.7 million internet users. There 

is an increase of 44.6 million users 

compared to 2014 which amounted 

to 88.1 million users. There are 

129.2 million internet users (97.4%) 

of 132.7 million internet users in 

2016 used internet facilities to 

access social media. The most 

frequently accessed social media is 

Facebook (71.6 million users), 

followed by Instagram (19.9 million 

users) and YouTube (14.5 million 

users). Using Facebook has given 

several advantages to its users. The 

users will have an easy access; 

conduct long-distance 

communications; find new friends 

in various parts of the world; have 

interesting places to study; have 

alternative business promotions; 

and build friendships. 

In fact, it turns out that the 

use of social media does not always 

result in positive impacts. There are 

several negative impacts of using 

social media. This can be seen from 

the data taken from Ministry of 

Communication and Information of 

the Republic of Indonesia. The 

number of complaints on Trust+ 

Positive negative content in January 

to October 2017 is 51,456. The 

complaints are still dominated by 

complaints related to pornographic 

content (16,902 complaints), 

followed by complaints related 

ethnic, religion, race (15,818 

complaints) and complaints related 

to child pornography (36 

complaints). 

The issue of pornography is 

a discussion that we have often 

heard and seen in various media 

lately. Pornography is an 

inseparable part of the development 

of human civilization, especially in 

the digital era like today. Even 

pornography is a high-value and 

very promising business. We can 

see this from the development of 

the pornography industry which 

spreads throughout the world from 

the United States, Russia, Latin 

America, France and even Asian 

countries such as Japan, China and 

even Indonesia. Several Indonesian 

women have become porn movie 

stars abroad, one of which is Sera 

Amane, who starred in adult films 

in Japan, taking the background of 

the old city of Jakarta some time 

ago. 

Pornography is a very 

dangerous thing if it is left 

unchecked because of the effects of 

pornography. Pornography may 

cause damage to five parts of the 

brain, especially the pre-frontal 

cortex (the part of the brain that is 

right behind the forehead the logic 

brain). Furthermore, it can damage 

the limbic brain, a part of the brain 

used to respond to pornography in 

children and adolescents. As a 

result, the part of the brain 

responsible for logic will be 

disabled due to unfiltered hyper-

stimulation (the brain only seeks 

pleasure without consequences). 

Damages to the brain will cause the 

victim to be easily bored, feel 

alone, angry, depressed and tired. In 

addition, the most worrying impact 

is a decrease in academic 

achievement and learning ability, as 

well as reduced decision-making 



343 

 

abilities (Muhammad Luthfi 

Hidayat, 2012, URL). 

Currently, there has been a 

shift towards the modus operandi 

and the objects of the crime of 

pornography. The newest modus 

operandi of the spread of 

pornography tends to use social 

media and the object of 

pornography is children (child 

pornography). The current 

condition is quite worrying 

considering that children are the 

future successors of a nation who 

are very vulnerable to being victims 

by criminals. President Joko 

Widodo once states that sexual 

crimes against children are 

extraordinary crimes, and the 

handling, attitudes, and actions of 

all elements from both government 

and community must be carried out 

specifically (VOA Indonesia, 2016, 

URL). Moreover, the Minister of 

Women’s Empowerment and Child 

Protection Yohana Yembise has 

said that, based on data from 

Interpol and the National Police, 

25,000 child pornography activities 

took place in the country every day.  

She added that according to 

observation conducted by the 

ministry and digital media analysis 

and survey institution Katapedia 

from September to November 2016, 

1,200 tweets related to child 

pornography were sent out on 

Twitter. "The Ministry has been 

coordinating with Interpol and the 

National Police to tackle the 

problem. We will also coordinate 

with the Communications and 

Information Ministry," 

(https://www.thejakartapost.com/ne

ws/2017/04/17/indonesia-a-haven-

for-child-pornography.html). 

However, children still 

become the objects of criminals, 

both those who have economic 

motivation and deviant sexual life. 

This can be seen from the example 

of child pornography in Facebook 

group, named ‘Official Loli Candy 

18+’ which was then investigated 

by Jakarta Metropolitan Police 

Region. The group account was 

created in September 2016 and had 

7,497 members (as of 07 March 

2017). The Cyber Crime Sub-

Directorate of Jakarta Metropolitan 

Police Region managed to arrest 

four people acting as the group 

administrators. They are Wawan 

(Snorlax) also known as Bahrul 

Ulum, Alicexandria (Ilu Naya) also 

known as Dede Sobur, Sihadwiti 

also known as name Siti Hajar, Dwi 

Widiarti, and a T-Day also known 

as Dicky Firmansyah. The four 

perpetrators are residing in separate 

locations and have never actually 

met each other. They jointly act as 

the group administrators and share 

child pornography contents in the 

form of photos, images, videos and 

links in the group. 

 

1.2 Problem Formulation 

Based on the description in the 

background, the formulation of the 

problem in this study is “How is the 

analysis of perpetrators of child 

pornography through social media 

at Jakarta Metropolitan Police 

Region based on a case study on a 

Police Report No: 

LP/157/III/2017/PMJ/DIT. 

RESKRIMSUS, March 6, 2017?” 

To answer this problem, the author 

proposes three research questions as 

follows: 

 

a. What is the profile of 

perpetrators of child 

pornography through social 

media in a case No: 

LP/157/III/2017/PMJ/DIT.RES

KRIMSUS, March 6, 2017? 

https://www.thejakartapost.com/news/2017/04/17/indonesia-a-haven-for-child-pornography.html
https://www.thejakartapost.com/news/2017/04/17/indonesia-a-haven-for-child-pornography.html
https://www.thejakartapost.com/news/2017/04/17/indonesia-a-haven-for-child-pornography.html
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b. What is the motive of the 

perpetrator of child 

pornography through social 

media in a case No: 

LP/157/III/2017/PMJ/DIT.RES

KRIMSUS, March 6, 2017? 

c. What are the factors supporting 

the perpetrators of child 

pornography through social 

media in a case No: 

LP/157/III/2017/PMJ/DIT.RES

KRIMSUS, March 6, 2017? 

 

2 LITERATURE REVIEW 

2.1 Research literature 

Research literature is a research that 

has been done previously by experts 

or scholars on the same topic. 

Research literature is literature that 

presents information about the 

results of previous research where 

the literature can be in the forms of 

journals, research reports, theses, 

theses and dissertations. 

 

a. Merdian, Hannah Lena, 2013, 

Journal: ‘The Three Dimensions 

of Online Child Pornography 

Offending.’ The similarity of 

this study with this journal is 

the focus of research, namely 

the perpetrators of online child 

pornography. The difference 

between this research and this 

journal lies in the research 

problem. The journal is 

conducted to describe the 

perpetrator through three 

dimensions: type, motivation 

and the situation around the 

perpetrator while this research 

is related to the analysis of the 

perpetrator based on profile, 

motive and supporting factors. 

b. Dono Indarto, 2000, Mini thesis 

‘Law Enforcement on 

Pornography at Directorate of 

General Crimes of INP 

Criminal Investigation 

Department.’ The similarity of 

this research with the previous 

research is the object of 

research related to pornography. 

The difference between this 

study and the previous research 

is in the focus of research. The 

previous research focuses on 

law enforcement against 

pornography while this study 

focuses on perpetrators of child 

pornography. 

c. Dedi Irawan, 2017, Thesis ‘The 

Map of Problems Related to 

Pornography and Police 

Strategy to Overcome It.’ The 

similarity of this research with 

the previous research lies in the 

same police strategy related to 

handling pornography. The 

difference between this study 

and previous research is in the 

focus of the study. The previous 

research focuses on mapping 

pornography in general while 

this study is related to online 

child pornography. 

 

2.2 Conceptual framework 

a. Analysis 

Analysis is an activity in the 

form of a thorough review on a 

phenomenon to understand the 

actual situation by breaking it 

down into small parts in order 

to gain an understanding of the 

symptoms of the components, 

the functions of each 

component, and the relationship 

between components as an 

integrated whole. According to 

Merriam-Webster dictionary 

(https://www.merriam-

webster.com/dictionary/analysis

), the word ‘analysis’ means a 

detailed examination of 

anything complex in order to 

understand its nature or to 

determine its essential features: 

https://www.merriam-webster.com/dictionary/analysis
https://www.merriam-webster.com/dictionary/analysis
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a thorough study doing a careful 

analysis of a problem. Another 

meaning of analysis is a detailed 

examination of the elements or 

structure of something 

(https://www.google.com/searc

h?). In this case, the analysis is 

carried out on the perpetrators 

of child pornography committed 

through social media as handled 

by Jakarta Metropolitan Police 

Region. It is a case No: 

LP/157/III/2017/ 

PMJ/DIT.RESKRIMSUS, 

March 6, 2017, from the aspect 

of profile, motive, and factors 

supporting the incident of child 

pornography committed through 

social media. 

b. Police Science 

Suparlan (in Dahniel, 2015:72) 

states that police science is a 

science that studies social 

problems and their handlings. 

Social problems are symptoms 

that are considered disturbing, 

detrimental, or damaging the 

life order of the perpetrators 

(citizens of a group or 

community and society), and 

also felt by institutions and 

government institutions that 

carry out the task of realizing 

social order, morals and the 

welfare of citizens and society. 

In this case, police science is 

related to the occurrence of 

child pornography committed 

through social media. Such 

crime is a form of a social 

problem which if it is left 

unchecked, it is considered 

capable of damaging social and 

moral order of society, public 

order, law enforcement, 

protection, and service to the 

community as referred to in 

Article 2 of Law No. 2 of 2002 

concerning Indonesian National 

Police. 

 

c. Child Pornography 

        A criminal act, also known 

as a crime, according to 

Moeljatno and Aksara (2002) in 

their work Principles of 

Criminal Law is an act that is 

prohibited by a legal regulation, 

a prohibition accompanied by 

threats (sanctions) in the form 

of certain crimes for anyone 

who violates the prohibition. It 

can also be an act which is 

prohibited by the rule of law 

and is punishable, provided that 

at the same time it is 

remembered that the prohibition 

is aimed at an act (i.e. a 

condition or event that is 

intended to be caused by a 

person's behaviour), while the 

criminal threat is aimed at the 

person who did it (Moeljatno, 

1983:63). 

        The term pornography 

comes from the word 

"pornographic" which comes 

from the Greek, namely 

pornographos (porne = 

prostitute, and graphien = 

writing or painting, so writing 

or painting about prostitutes, or 

a description of the actions of 

prostitutes). In the Encyclopedia 

Britanica, it is stated that 

pornography is "The 

representation or erotic 

behaviour, as in book, picture, 

or films, intended to cause 

sexual excitement," films, 

which are intended to induce 

sexual arousal. The crime of 

pornography is a crime that is 

committed without knowing 

territorial boundaries 

(borderless) and it is not always 

necessary to have direct 

https://www.google.com/search
https://www.google.com/search
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interaction between the 

perpetrators and the victim. 

With these characteristics, all 

countries including Indonesia 

that carry out activities with the 

internet will be affected by the 

development of cybercrime. 

The fading of geographic 

boundaries in the 21st century, 

known as the information age, 

has changed the perspective of 

solving and practicing crimes 

from the old (conventional) 

model to a new model 

(electronic). The power of 

computer networks and the 

development of 

telecommunications with the 

presence of smartphones make 

communication tools a potential 

tool for criminals. This 

globalization of criminal 

activity allows criminals to 

cross electronic boundaries. 

This is a real problem with the 

potential to affect the state, the 

law, and its citizens. It is 

undeniable because the internet 

is used as an effective means to 

achieve the desired negative 

goals without geographical and 

territorial boundaries. 

        Child pornography is a 

form of child sexual 

exploitation. The United States 

Federal law defines child 

pornography as any visual 

depiction of sexually explicit 

conduct involving a minor 

(persons less than 18 years old).  

Images of child pornography 

are also referred to as child 

sexual abuse images. The 

Federal law prohibits the 

production, distribution, 

importation, reception, or 

possession of any image of 

child pornography. A violation 

of federal child pornography 

laws is a serious crime, and 

convicted offenders face fines 

severe statutory penalties 

(https://www.justice.gov/crimin

al-ceos/child-pornography).  

        As mentioned above, the 

expansion of Internet and 

advanced digital technology lies 

parallel to the explosion of child 

pornography market. Child 

pornography images are readily 

available through virtually 

every Internet technology, 

including social networking 

websites, file-sharing sites, 

photo-sharing sites, gaming 

devices, and even mobile apps. 

Child pornography offenders 

can also connect on Internet 

forums and networks to share 

their interests, desires, and 

experiences abusing children, in 

addition to selling, sharing, and 

trading images. These online 

communities have promoted 

communication and 

collaboration between child 

pornography offenders, thereby 

fostering a larger relationship 

premised on a shared sexual 

interest in children. This has the 

effect of eroding the shame that 

typically would accompany this 

behaviour, as well as 

desensitizing those involved to 

the physical and psychological 

damage caused to the child 

victims. For this reason, online 

communities attract and 

encourage new individuals to 

join them in the sexual 

exploitation of children 

(https://www.justice.gov/crimin

al-ceos/child-pornography). 

        Meanwhile, pornography, 

based on Article 1 Number 1 of 

Indonesian Pornography Law 

No. 44 of 2008, is defined as 

‘pictures, sketches, illustrations, 

https://www.justice.gov/criminal-ceos/child-pornography
https://www.justice.gov/criminal-ceos/child-pornography
https://www.justice.gov/criminal-ceos/child-pornography
https://www.justice.gov/criminal-ceos/child-pornography
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photos, writings, sounds, 

sounds, moving images, 

animations, cartoons, 

conversations, gestures, or other 

forms of messages through 

various forms of media 

communication and/or public 

performances, which contain 

obscenity or sexual exploitation 

that violates the norms of 

decency in society.’ Moreover, 

the prohibition on the 

distribution of pornographic 

content, including through the 

internet, is regulated in Article 4 

paragraph (1) of the same law: 

“Everyone is prohibited from 

producing, creating, 

reproducing, duplicating, 

distributing, broadcasting, 

importing, exporting, offering, 

trading, renting, or providing 

pornography which explicitly 

contains: (1) intercourse, 

including deviant intercourse, 

(2) sexual violence, (3) 

masturbation, (4) nudity or an 

impressive display of nudity, (5) 

genitals, or (6) child 

pornography.”      

  

d. Perpetrator 

A perpetrator is someone who 

has committed a crime or 

violent or harmful act 

(https://dictionary.cambridge.or

g/dictionary/english/perpetrator)

. Another definition mentions 

that perpetrator is a person who 

commits a crime or does 

something that is wrong or evil 

(https://www.oxfordlearnersdict

ionaries.com/definition/english/

perpetrator). The word has 

many synonyms, such as 

assassin, bandit, criminal, 

crook, desperado, felon, 

gunman, lawbreaker, mafioso, 

and offender. Perpetrators of 

child pornography on social 

media can be divided into 

several types of behaviour 

depending on their involvement 

in child pornography on social 

media, their level of relationship 

and involvement with other 

perpetrators, their ability to 

implement security strategies to 

avoid detection from law 

enforcement, and whether their 

behaviour on the internet is 

accompanied by sexual 

harassment behaviour against 

children in real life. There are 

several categories of 

perpetrators of child 

pornography on social media 

(Krone, 2004): browsers, 

private fantasizers, trawlers, 

non-secure collectors, secure 

collectors, groomers, physical 

abusers, producers and 

distributors. 

 

e. Social Media 

Social media is a medium on 

the internet that allows users to 

represent themselves and 

interact, cooperate, share, 

communicate with other users 

and form virtual social bonds 

(Nasrullah, 2017: 11). 

According to Mayfield, social 

media is about being an 

ordinary human being. What is 

meant by an ordinary human 

being is having the nature of 

sharing ideas, cooperating and 

collaborating to create 

creations, thinking, debating, 

finding people who can be good 

friends, finding partners and 

building a community. The 

speed that information can be 

accessed in seconds and 

expressing and being yourself in 

social media are the reasons 

why social media is growing 

https://dictionary.cambridge.org/dictionary/english/perpetrator
https://dictionary.cambridge.org/dictionary/english/perpetrator
https://www.oxfordlearnersdictionaries.com/definition/english/perpetrator
https://www.oxfordlearnersdictionaries.com/definition/english/perpetrator
https://www.oxfordlearnersdictionaries.com/definition/english/perpetrator
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rapidly. It is also about the 

desire for self-actualization and 

the need to create a personal 

branding (Ptkomunikasi: 2012, 

URL). The perpetrators of child 

pornography committed through 

social media as handled by 

Jakarta Metropolitan Police 

Region in a case No: 

LP/157/III/2017/PMJ/Ditkrimsu

s, March 6, 2017, use Facebook 

as a social network. They 

spread the contents quickly to 

group members both in 

Indonesia and even abroad. 

        Social messaging or social 

messaging is an instant message 

built around a social networking 

platform. WhatsApp is an 

example of an instant 

messaging application for 

smartphones, in which users can 

exchange images, videos and 

sounds or write messages using 

internet connection data 

(Barhaomi, 2015). WhatsApp 

messenger is an instant 

messaging and cross-platform 

instant messaging and Voice 

over IP (VoIP) service. This 

means that in this application it 

is possible to send text 

messages and voice calls as well 

as video calls, images and other 

media, documents, and the 

user's location (WhatsApp 

Encryption Overview, 2017, 

URL). 

        Regarding the child 

pornography committed through 

social media as reported in a 

case No: 

LP/157/III/2017/PMJ/DITKRI

MSUS, March 6, 2017, the 

perpetrators, apart from being 

connected to the Facebook, are 

also members of a WhatsApp 

group, where in this group they 

can share images and videos 

that contain elements of child 

pornography. 

 

2.3 Theoretical framework 

a. Rational choice theory 

        The child pornography 

committed through social media 

is a crime committed by the 

perpetrator based on their 

rational assessment to use social 

media as a means of crime. The 

author employs this theory in 

order to analyse things related 

the child pornography. This 

theory proposes that in life, 

every human being is always 

faced with various choices, 

concerning ideals, love, 

education, work, family, 

organization, and politics. 

Humans use reasons to choose a 

choice and accept the risk of 

that choice (Dermawan, 

1994:28) 

 

b. Routine activity theory 

        The child pornography 

committed through social media 

is not only related to the results 

of a rational choice from the 

perpetrators but it is also related 

to the routine activities carried 

out by the perpetrators and the 

victims. The researcher will use 

routine activity theory in 

explaining the occurrence of the 

crime. Cohen and Felson argue 

that routine activity theory can 

explain when, where and how 

criminal events occur and take 

advantage of the opportunities 

provided by routine activities of 

potential victims and the 

absence of possible controls as 

an analytical method (Cohen & 

Felson, 1979). This theory can 

also be used to analyse the 

causes of the child pornography 

committed through social media 
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and try to find out methods to 

deal with it. 

 

c. Social deviance theory 

              Deviance is a behaviour 

that is considered by a large 

number of people to be 

despicable and beyond the 

limits of tolerance (Zanden in 

Surarto, 2004: 76). Deviant 

behaviour is a reflection of the 

absence of a link between the 

aspirations set by culture and 

the justified way of social 

structures to achieve these 

goals. According to Merton, a 

social structure produces 

pressure towards anomie (strain 

forward anomie) and deviant 

behaviour. 

              In this child pornography, 

the perpetrators are considered 

deviant because they have used 

technology in the forms of the 

internet and social media to 

access and share content 

containing child pornography in 

the ‘Official Loli Candy's 18+’ 

Facebook group. It is highly 

expected that this theory can 

become an analytical knife 

related to the motives of the 

occurrence of this child 

pornography. 

 

d. Bio-psychological personality 

theory 

        One of the widely accepted 

theories related to biology in 

psychology is the bio-

psychological personality 

theory proposed by Jeffrey Alan 

Gray in 1970. Gray argues that 

there are two systems that 

control behavioural activity: 

behavioural inhibition system 

(BIS) and behavioural 

activation system (BAS). 

Behavioural inhibition system is 

considered to be related to the 

sensitivity to punishment and 

avoidance motivation, while 

BAS is considered to be related 

to the sensitivity to rewards and 

approach motivation (Gilbert, 

1995). This theory is expected 

to be able to become an 

analytical tool related to issues 

regarding the profile of 

perpetrators of child 

pornography committed through 

social media handled Jakarta 

Metropolitan Police Region 

 

3 METHODS 

The research employs the 

qualitative research approach based on 

the nature of the research problem which 

aims to explore the phenomenon of 

perpetrators of child pornography 

committed through social media. Data 

are collected through in-depth interview, 

document review, and literature review 

techniques. Meanwhile, the research 

method used is a case study that 

emphasizes the exploration of a bounded 

system in one case or several cases in 

detail, accompanied by in-depth data 

mining involving various sources of 

information that is rich in context 

(Herdiansyah, 2011: 76). The author 

chooses the child pornography 

committed through social media handled 

Jakarta Metropolitan Police Region as 

reported in a case No: 

LP/157/III/2017/PMJ/ DITKRIMSUS, 

March 6, 2017. 

Primary data are obtained from 

interviews with research subjects related 

to this research, such as investigators 

from the Cyber Sub-Directorate of 

Jakarta Metropolitan Police Region who 

handle this child pornography and other 

relevant stakeholders. Informants are 

selected using the purposive informant 

technique in order to get information 

which becomes the basis of designs and 

emerging theories based on 
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consideration of information needs. 

Meanwhile, secondary data is in the 

forms of data on the investigative 

development of the child pornography 

committed through social media. They 

are obtained from Cyber Sub-

Directorate, existing and applicable 

laws, and other sources related to the 

problem and research objectives. 

Meanwhile, a document that is 

the focus of this research study is the 

case file obtained from the investigators 

of Cyber Sub Directorate of Jakarta 

Metropolitan Police Region. Data will 

be analysed using the technique 

proposed by Miles and Huberman (in 

Sugiyono, 2010), which states that there 

are three qualitative data analysis 

techniques: data reduction, data 

presentation and conclusion drawing. 

This process continues throughout the 

research even before the data is actually 

collected. 

 

4 RESULTS AND DISCUSSIONS 

4.1 An Overview of Child 

Pornography at Jakarta 

Metropolitan Police Region 

Jakarta Metropolitan Police 

Region has succeeded to uncover 

the child pornography committed 

through social media using a 

Facebook account close group, 

called “Official Loli Candy's Group 

18+” which was created in 

September 2016, having 7,497 

member accounts (as of 07 March 

2017). Investigators of the Cyber 

Crime Sub-Directorate of Jakarta 

Metropolitan Police Region 

managed to arrest four group 

administrators, including the 

Facebook account Wawan 

(Snorlax) with the real name Bahrul 

Ulum, the Facebook account 

Alicexandria (Ilu Naya) with the 

real name Dede Sobur, the 

Facebook account Sihadwiti with 

the real name Siti. Hajar Dwi 

Widiarti, and a T-Day Facebook 

account with the real name Dicky 

Firmansyah. The four perpetrators 

are residing in separate locations 

and have never actually met. 

Meanwhile, the number of victims 

based on the results of police 

investigation as many as 11 people 

carried out by two perpetrators, 

including victims with the suspect 

Bahrul Ulum including Nova (13 

years old), Yies Alea (8 years old), 

and 2 (two) other victims who has 

not been identified yet. And six 

victims with the suspect Dicky 

Firmansyah, including Wilda (8 

years old, since 2011), Riska (5 

years old), Aufa (3 years old), Aqila 

(2 years old), Friska (6 years old), 

and Meyla (4 years old). The 

suspect, Dicky Firmansyah, is 17 

years old, but one of the victims is 

his nephew, the rest are his 

neighbours. The members of this 

close group must actively send 

pictures or videos of sexual acts 

with little children in the group. In 

addition, the post must be a new 

photo or video that has never been 

uploaded so the victims cannot be 

the same persons.
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           Source: Indonesian Ministry of Communication and Information 

 

Figure 1 Total Complaints on negative content in 2017 

 

The number of child 

pornography that the researcher 

collects comes from data possessed 

by the Ministry of Communication 

and Information (Kominfo) and 

data from Cyber Crime Sub-

Directorate of Jakarta Metropolitan 

Police Region. The results of the 

interview with an informant—

Enforcement Analyst/Coordinator 

of the ‘Positive Trust+ Team 

Kominfo,’ Sister Taruli, on 

December 20, 2017—can be seen in 

Figure 1 above.

 

 

               Table 1 Total Complaints on negative contents through social media in 2017 
 

 
                    Source: Indonesian Ministry of Communication and Information 

 

In Table 1, it can be seen 

that the most negative content 

complaints are using Twitter, 

followed by Facebook and 

Instagram. Special social media 

Facebook and Instagram is merged 

into one because it is still under the 

same company, as well as for 

YouTube and Google social media. 

One of police reports used 

in this research is the case No. 

LP/157/III/2017/PMJ/DIT.RESKRI

MSUS, March 6, 2017, related to 

alleged criminal acts in the field of 

Information and Electronic 

Transactions and/or pornography as 

referred to article 27 paragraph (1) 

in conjunction with article 45 

paragraph (1) of the Republic of 

Indonesia Law No. 19 of 2016 

concerning amendments to the 

Republic of Indonesia Law No. 11 

of 2008 concerning ITE and/or 

article 4 (1) in conjunction with 

article 29 and or article 4 paragraph 

(2) in conjunction with article 30 of 

the Republic of Indonesia Law no. 

44 of 2008 regarding Pornography. 

The crime is detected when a 

member of the Cyber Crime Sub-

Directorate of Jakarta Metropolitan 

Police Region, Brigadier Hendri 
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Maulana Umbara is carrying out a 

cyber patrol on Monday 6 March 

2017. He finds out a Facebook 

group, called ‘Official Loli Candy's 

Group 18+’ with the URL (Uniform 

Resources Locator) the site address: 

https://www.facebook.com/groups/

1201324163279248/. It is, then, 

known that the group has conducted 

share activities of pornographic 

photo and video contents, 

employing children, which later go 

viral in the media. The Official Loli 

Candy's 18+ group is a closed 

group and someone must submit a 

request to join the group with the 

approval of four group 

administrators and one of the group 

administrators must be added as a 

friend in the Facebook account. 

Then, after joining the group 

the cyber patrol officer again 

collects data and information 

related to the activities and 

administrators of the group. The 

investigation carried out in the form 

of profiling the administrators, 

including Siha Dwiti account, Illu 

account, T-Key (Day) account and 

Snorlax account along with the 

WhatsApp numbers listed in the 

group. Based on the results of 

further investigations, it is known 

that the group have shared photos, 

video links/photos of girls under the 

age of 17 that contain pornographic 

elements. In sharing video/photo 

activities, group members use 

https://mega.nz,https://www.dropbo

x.com and https://drive.google.com. 

Furthermore, the cyber patrol 

officer profiles the four 

administrators by checking the 

presence of the number listed in the 

group using the Direction Finder 

tool. 

After conducting an 

investigation related to the captured 

group, it is discovered that the 

owner of telephone number +62 

838 4890 4544 is Wawan Snorlax, 

living in Kedungkandang, Malang, 

East Java Province; the owner of 

telephone number +62 812 2112 

2178 is Inaya Illu, living in 

Tasikmalaya, West Java Province; 

the owner of telephone number +62 

899 8636228 is T-Key (Day), living 

in Cimpaeun area, Cimanggis, 

Depok; and the owner of telephone 

number +62 895 0265 5441 is Siha 

Dwiti, living in Teluk Naga, 

Tangerang, Banten Province. 

Therefore, based on the police 

report, the results of the 

investigation and initial evidence in 

the form of instructions, the police 

arrest the perpetrators of child 

pornography in the group, called 

Official Loli Candy's 18+. After the 

arrests, the investigators also 

secured evidence in the form of 

confiscation of the perpetrators' cell 

phones as well as confiscation of 

their Facebook accounts and emails. 

 

4.2 Analysing the perpetrators’ 

profiles of child pornography 

committed through social media 

in police report case No: 

LP/157/III/2017/PMJ/DIT.RESK

RIMSUS, March 6, 2017 

a. Muhammad Bahrul Ulum 

aka. Wawan aka. Snorlax 

(perpetrator 1) 

Based on the findings, it 

is known that Muhammad 

Bahrul Ulum alias Wawan 

began to notice the prevalence 

of child pornography due to 

frequent access to this deep 

web. Then, he joined the V-

Share Facebook group which 

shared information from the 

deep web which in the end this 

V-Share group was closed 

(banned) by the system of 

Facebook. Then, he joined an 

https://www.facebook.com/groups/1201324163279248/
https://www.facebook.com/groups/1201324163279248/
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international WhatsApp group 

which is very active in sharing 

international child pornography 

content. This is where his 

interest in child pornography 

starts. 

Based on the personality 

theory of Jeffrey Alan Gray, 

there are two systems that 

control behavioural activity: 

behavioural inhibition system 

(BIS) and behavioural 

activation system (BAS). BIS is 

considered to be related to the 

sensitivity to punishment and 

avoidance motivation, while 

BAS is considered to be related 

to the sensitivity to rewards and 

approach motivation. 

Muhammad Bahrul Ulum alias 

Wawan has previously joined 

the V-Share group which was 

later detected as having 

prohibited activities so that the 

system of Facebook closed it. 

This indicates that the 

personality in question actually 

tends to violate and considers 

the ban on Facebook as a 

normal thing so that BIS owned 

by Muhammad Bahrul Ulum 

alias Wawan is very small. 

Then, is known that 

Wawan does not belong to the 

category of perpetrators of child 

pornography on the internet or 

social media based on the 

opinion of Wortley and 

Smallbone (2006), in which 

Muhammad Bahrul Ulum has 

never been convicted before; he 

has a job and is an active 

internet user. The internet is 

used to satisfy his curiosity in 

accessing these things. 

Muhammad Bahrul Ulum alias 

Wawan alias Snorlax can also 

be categorized as secure 

collectors where the perpetrator 

is a member of a closed group 

or circle of other paedophiles. 

They actively connect each 

other and implement a high 

security strategy to protect their 

activities from law enforcement 

officers. 

 

b. Dicky Firmansyah aka. T-Day 

Based on findings in the 

previous chapter, it is known 

that Dicky Firmansyah alias T-

Day is still seventeen years old. 

He did not finish his junior high 

school (grade 1). He works at 

car wash near his house. 

Referring to the category of 

perpetrators of child 

pornography on the internet or 

social media, based on the 

opinion of Wortley and 

Smallbone (2006), this does not 

match his profile. He is known 

to have sexually harassed in the 

real world his nephew. He took 

a picture of his sleeping nephew 

and then recorded it using his 

cell phone. Dicky is included in 

the category of perpetrators of 

criminal acts, called producers. 

Based on Krone's opinion, 

producers are the category of 

perpetrators who records a 

sexual abuse against children 

aiming to spread it to others 

(Krone, 2004, URL). 

Dicky Firmansyah, 

related to the personality theory 

of Jeffrey Alan Gray, has a very 

little BIS so he tends not to be 

afraid of punishment or 

sanctions. It can be seen that 

from the findings in the 

previous chapter that he has 

ever joined the V-Share group 

which had been closed by 

Facebook. This closure should 

be an indication that what the 

group is doing a violation to the 
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provisions of Facebook. And it 

turns out that Dicky Firmansyah 

and friends have even created a 

new group with a similar 

pattern, namely sharing child 

pornography content. 

 

c. Siti Hajar aka. Siha Dwiti 

Widyarati aka. Siha Dwiti 

Siti Hajar Widyarati 

alias Siha Dwiti is still sixteen 

years old and still a student of 

Putra Rifara Vocational School. 

She is the second of three 

children. She has never been 

convicted or served a crime 

before. She accesses the internet 

using her cell phone (the black 

and white brand Lenovo). She 

joins a Facebook group, called 

Official Loli Candy's Group 

18+ in December 2016. She has 

previously known a musician, 

Muhammad Bahrul Ulum alias 

Wawan alias Snorlax since 

joining the V-Share group. 

Based on the personality 

theory of Gray, Siti Hajar aka., 

Siha Dwiti actually receives a 

warning from the Facebook 

system that the content that is 

distributed in the group is a 

pornographic content so that if 

it is related to the rule of law it 

is clearly against the law. 

However, by joining the group 

as an administrator, it can be 

explained that the BIS in 

herself, which should be an 

inhibiting factor, does not play a 

maximum role to prevent her 

from doing the evil. 

Furthermore, based on the 

various categories of 

perpetrators of child 

pornography committed through 

social media, proposed by 

Krone, Siti Hajar is included in 

secure collectors in which she is 

a member of a closed group or 

circle of other paedophiles. 

They actively connect each 

other and implement a high 

security strategy to protect their 

activities from law enforcement 

officers. 

 

d. Dede Sobur aka. Illu Inaya 

aka. Alexandria 

The last perpetrator, 

Dede Sobur alias Illu Inaya alias 

Alicexandria is known to have 

only attended formal education 

until junior high school in 

Tasikmalaya. He has worked in 

shoe and sandal convection of a 

home industry in Sumur Batu 

Serdang, Kemayoran District, 

Central Jakarta since 2008 until 

now. He has never been 

convicted or punished for being 

related to a criminal act. He has 

also been a member of Official 

Loli Candy's Facebook group 

since December 2016, having 

the tasks of controlling, 

monitoring, or accepting new 

members of Official Loli 

Candy's Group 18+. Based on 

these findings, it can be seen 

that he can be categorized as 

distributors in which he is 

involved in spreading images of 

sexual abuse against children. 

From a psychological 

point of view, the personality 

theory of Gray, it is known that 

before using the internet to 

access pornography, he has also 

collected adult magazines 

obtained from his friends. And 

before becoming the 

administrator of Official Loli 

Candy's 18+ group, he had also 

joined the V-Share group which 

was closed by Facebook, 

indicating that the BIS in 

himself is very low, even 
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though the closure functions as 

a warning to him that the 

content is prohibited, both 

systematically (Facebook 

regulation) and formal law in 

Indonesia. His low BIS can also 

be seen from his activities of 

using VPNs to intentionally 

penetrate the positive internet 

system of Kominfo. 

 

4.3 Analysing the perpetrators’ 

motives of child pornography 

committed through social media 

in the case of the police report 

No: 

LP/157/III/2017/PMJ/DIT.RESK

RIMSUS, March 6, 2017 

a. Muhammad Bahrul Ulum 

aka. Wawan aka. Snorlax 

Based on the results of 

interviews with Muhammad 

Bahrul Ulum alias Wawan, he 

admits that he creates Official 

Loli Candy's 18+ Facebook 

because of two purposes: for 

money (looking for additional 

profits) and pleasure. The 

interviews also reveal that 

Wawan alias Snorlax alias 

Moch Bahrul Ulum uses Google 

ads application in every ad 

posted in the link he sends 

which will later be accumulated 

into his credit by Paypal. Thus, 

it is clear that the orientation of 

the perpetrator is economy in 

the form of additional purchases 

of credit and sexual satisfaction. 

This is due to his limited sexual 

life. What is limited here is that 

access or distribution of sexual 

desires cannot be done freely, 

considering that the perpetrator 

is not married and has a sexual 

intercourse with his girlfriend if 

he has time and opportunity. He 

tends to use the internet and 

social media to access 

pornography which usually ends 

up with masturbating. 

Based on the theory of 

rational choice, it is known that 

the perpetrator thinks rationally 

in choosing the victim as the 

desire to channel his sexual 

needs who are the children of 

his neighbours. What he does to 

his victims by squeezing and 

kissing his victims showing that 

he can control himself for not 

inserting his penis to the 

victim's genitals. Based on the 

theory of rational choice, he can 

also get benefits economically 

by spreading pornography links 

in order to get responses in the 

forms of voucher through 

Paypal. 

 

b. Dicky Firmansyah aka. T-Day 

Regarding the motive, 

Dicky Firmansyah shares 

photos and videos in Official 

Loli Candy's 18+ Facebook 

group account so that this group 

remains active and has more 

members. In addition, he also 

gains benefits by sharing links 

and videos to group members 

who request them individually. 

Usually, he asks for a number of 

credits for the files or links to be 

shared. Based on the rational 

choice theory, stating that a 

criminal will think and decide 

when and where he will commit 

a crime and who is the victim 

who gives the most possibilities 

for his pleasure, it can also be 

seen that the economic benefits 

can be known with the 

confession of the perpetrator, 

where the perpetrators benefit 

by sharing links and videos to 

group members who ask him 

individually. 
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Based on the theory of 

social deviance from Merton 

which identifies five types of 

ways of individual adaptation to 

certain situations; four of the 

five role behaviours in dealing 

with these situations are deviant 

behaviours. The perpetrator 

uses innovation as the method. 

Innovation here is the behaviour 

of the perpetrators following the 

goals set by the community but 

using methods that are 

prohibited by the community. 

This is reflected in the use of 

child pornography to gain 

profits by transactions between 

pulses and videos with the 

people requesting them. It is 

clear that how to get credit with 

videos or photos of child porn is 

something that society opposes, 

while pulses are currently 

needed to buy data packages to 

stay connected to the internet. 

Obviously this is a form of 

social deviation based on 

Merton's theory. 

 

c. Siti Hajar WidyaratiAlias 

Siha Dwiti 

Related to the motive or 

reason, Siti Hajar Widyarati 

alias Siha Dwiti joins this group 

because she is a good friend of 

Wawan alias Muhammad 

Bahrul Ulum. She just helps 

Wawan to manage the group. 

She has never posted a photo, a 

video or a sentence containing 

pornography into Official Loli 

Candy's 18+ Facebook group 

account. However, she explains 

that what motivates her to 

become an administrator of the 

group and Whatsappcandy's 

group is her curiosity about the 

life of paedophiles/sexual 

relations with minors. The role 

of the perpetrator as an 

administrator is to act as a 

provider of a place for people 

who have a habit of having sex 

with children so that they can 

join the official Candy's 

Facebook group. 

Related to the motive or 

background of the perpetrator, 

Siti Hajar Widya is analysed 

based on the theory of rational 

choice presented by Cornish 

and Clarke. What is experienced 

by Siti Hajar Widyarat, 

according to the author is one of 

the results of her past 

experience and learning. As it is 

known that, she rarely socializes 

with her environment. Siti 

Hajar, when viewed from the 

theory of social deviation from 

Merton, is also included in 

innovations such as those 

carried out by Muhammad 

Bahrul Ulum and Dicky 

Firmansyah. The innovation in 

question is the behaviour of 

actors who follow the goals set 

by the community but use 

methods that are prohibited by 

the community. 

 

d. Dede Sobur aka. Illu Inaya 

aka. Alexandria 

Based on the confession 

from Dede Sobur, it is known 

that there is nothing that Wawan 

promises to Dede so that he 

wanted to become an 

administrator of Official Loli 

Candy's Group 18+ Facebook 

group. Dede admits that he only 

helps his friends. He has no 

particular motivation to join 

Official Løli Candy's 18+ 

Facebook group. It is just for 

fun so that he feels that he has 

never made pornographic 

videos of minors. However, in 
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the suspect's examination file, 

Dede Sobur admits that he gets 

economic benefits, including 

getting credit through the short 

link websites ShtMe.co, where 

when this link is clicked, the 

per-click is rewarded 15 rupiah 

and in an average of a month, 

he can get a pulse of IDR 2,500 

which is paid through Paypal. 

Based on the rational 

choice theory presented by 

Cornish and Clarke, Dede Sobur 

is also a member of the V-

Shared group which is closed by 

Facebook. From this 

experience, Dede feels that 

joining Official Loli Candy's 

group has nothing to lose, even 

though he actually takes 

advantage of the relatively 

small economic side of only 

IDR 2,500, which is paid via 

Paypal. Dede feels that being an 

administrator can make it easier 

to access pornography, which 

happens to be the type of 

pornography that he likes JAV 

(Japanese adult video). 

Meanwhile, based on the theory 

of social deviation, this category 

of deviant behaviour shown by 

Dede Sobur is a form of 

innovation, where innovation is 

a form of behavioural 

adaptation following the goals 

set by the community but using 

methods that are prohibited by 

society. The goal set by the 

community here is to get 

additional income but the 

method is prohibited or opposed 

by the community. 

 

4.4 Analysing factors supporting the 

perpetrators of child 

pornography committed through 

social media in a case No: 

LP/157/III/2017/PMJ/DIT.RESK

RIMSUS, March 6, 2017 

a. Facilities 

Based on interviews 

with informants, it is known 

that the facilities used by the 

perpetrators are cell phones 

which are equipped with 

Facebook and WhatsApp 

applications. They use VPN 

applications to open sites that 

have been blocked by positive 

Indonesian internet. 

Regarding the reasons 

why the perpetrators choose 

social media as a means based 

on an interview with Dicky 

Firmansyah alias T-Day on 

December 14, 2017, it is known 

that Facebook is the most 

widely used social media today 

and almost everyone has a 

Facebook account. Besides, 

groups on a Facebook can have 

15,000 to 20,000 members. 

Meanwhile, WhatsApp is used 

to communicate with other 

actors/administrators as well as 

with Official Loli Candy 18+ 

members. Besides the Loli 

Candy Facebook group, there is 

also a Loli Candy WhatsApp 

group for the distribution of 

uncensored pornographic 

content before uploading it to 

the Facebook group. 

 

b. Environment 

Environmental are 

around the place of residence 

and where the actors interact. 

Based on the results of 

interviews with assistant 

investigators at the Sub-

Directorate of Cyber Crime of 

Jakarta Metropolitan Police 

Region, Brigadier Sambodo on 

December 14, 2017, it is known 

that at the time of the arrest, the 
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condition of the community 

around the perpetrators looks 

quite normal like the general 

public with good 

communication in the 

community with a fairly densely 

populated environmental 

condition. However, the 

perpetrators on average rarely 

socialize and interact with their 

environment and tend to use 

social media to socialize with 

new people, including the 

formation of this group starting 

from the common interest even 

though each actor has never met 

in person. 

 

5 CONCLUSIONS AND 

RECOMMENDATIONS 

5.1 Conclusions 

Based on the analysis and 

discussions conducted by the author 

on the analysis of the perpetrators of 

child pornography committed 

through social media handled by 

Jakarta Metropolitan Police Region 

(a case study on police report No: 

LP/157/III/2017/PMJ/Dit. 

Reskrimsus, March 6, 2017), it can 

be concluded as follows: 

 

a. The profiles of the four 

perpetrators of child pornography 

committed through social media 

are based on the bio-

psychological theory of Gray who 

argues that in the human brain 

there is a behavioural inhibition 

system (BIS) and a behaviour 

activation system (BAS). BIS is 

considered to be related to the 

sensitivity of punishment and 

avoidance motivation, while BAS 

is considered to be related to the 

sensitivity of reward and 

approach motivation. Thus, the 

perpetrators can be categorized as 

having low BIS. They are 

considered to be related to the 

sensitivity of punishment and 

motivation to avoidance so that 

they tend not to be afraid of being 

punished gives an illustration that 

the police cannot see with the 

naked eye the person has a 

violating personality or not. 

However, to assess whether 

someone has low or high BIS, a 

test of the perpetrator's brain 

activity is needed. It cannot be 

seen by the naked eye by officers. 

Officers can only observe the 

tendency that if someone is not 

afraid of being punished or 

getting sanctioned and tends to 

lower the warning then his BIS 

can be low. It is known that the 

perpetrators, although they have 

never committed a crime or 

received a penalty due to criminal 

sanctions before, have received 

sanctions from Facebook (V-

Shared group was closed/banned 

by Facebook). However, 

perpetrators tend to ignore and 

even create the same group 

specifically to distribute, transmit 

and make accessible child 

pornography content. 

b. Related to the motives or impetus 

for the four actors to take their 

actions, according to the author, 

the motives of the actors are 

based on rational choice theory, 

namely economic profit. This is 

done by Muhammad Bahrul 

Ulum, Dicky Firmansyah and 

Dede Sobur. Meanwhile, 

according to the theory of social 

deviation from Merton, the 

actions of the four actors are 

included in innovation, where the 

actors seek this advantage 

through new ways that are 

opposed by society. Earning 

income is the goal of the 

community, but the methods used 
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by the perpetrators are opposed 

by the community. However, 

based on the concept and 

understanding of paedophiles, the 

four perpetrators cannot be said to 

be paedophiles. Although 

Muhammad Bahrul Ulum alias 

Wawan directly molested child 

victims. To make sure whether 

the four perpetrators are 

paedophiles or not, they have to 

be tested using clinical interviews 

to explore their thoughts and 

sexual behaviour, especially in 

relation to children or using the 

self-report questionnaires method. 

Meanwhile, what is done by the 

psychologists of the HR Bureau 

of Jakarta Metro Police is only to 

find out whether the perpetrators 

have mental disorders or not so 

that they can be held accountable 

for their actions. Furthermore, 

based on user typology, it can be 

seen that Muhammad Bahrul 

Ulum and Dicky Firmansyah are 

included in the category of risky 

users, namely vulnerable 

individuals who have developed 

an interest in child pornography, 

but might not have done it if not 

for the Internet. Meanwhile, Siti 

Hajar and Dede Sobur are 

recreational users where the 

perpetrators access child 

pornography sites on impulse, out 

of curiosity, or for short-term 

entertainment. The perpetrators 

do not appear to have any long-

term problems with the use of 

child pornography. 

c. Related to factors supporting the 

perpetrators, the author divides 

them into two factors: facilities 

and environmental factors. 

Regarding the facilities, based on 

the theory of routine activities, 

crime can occur due to three 

factors: motivated offenders, 

suitable targets, and un-capable 

guardians. Perpetrators take 

advantage of one of the other 

factors in the theory of routine 

activities: the absence of 

guardian. The lack of cyber patrol 

unit is clearly used by 

Muhammad Bahrul Ulum alias 

Wawan by creating an email 

using Russian state address, 

namely @yandex.ru. This email is 

deliberately created by 

Muhammad Bahrul Ulum alias 

Wawan because the perpetrator 

believes that cyber patrol officers 

from both the police and Kominfo 

has limitations in reading and 

understanding Russian writing 

and language. The perpetrators, in 

addition to taking advantage of 

the lack of cyber patrols, also take 

advantage of the weakness of the 

positive internet security system 

that can be easily penetrated by 

using a VPN (virtual private 

network). This VPN makes the IP 

address of the perpetrator as if he 

were in another legitimate 

country to access pornography in 

general. The use of Facebook is 

intended to expand the group 

network. In this case, Facebook is 

used to find people who have the 

same interests, namely trying to 

find those who are equally 

interested in child pornography. 

The character of Facebook's 

social media is related to the 

absence of territorial boundaries 

(borderless) and can use a 

pseudonym (anonymous). Its use 

is to obscure real identity so that 

it can freely express itself in 

cyberspace. Using the WhatsApp 

will make it easier to share more 

vulgar content because this social 

messaging application does not 

have censorship in the form of 

artificial intelligence (AI). 
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Related to environmental factors, 

the community's character tends 

to be apathetic, marked by a lack 

of control from the ‘manager,’ 

namely parents and other non-

formal care around the residence 

of the victim and perpetrator and 

parties who are responsible for 

cyber space such as Kominfo, the 

National Police, and National 

Cyber Agency. Likewise, the 

influence of peers also supports 

the perpetrators to be involved in 

the child pornography. 

 

5.1 Recommendations 

a. Internal implications: 

1) Knowing the profiles of 

perpetrators of child 

pornography committed 

through social media—which 

are difficult to detect with the 

naked eye and it is difficult 

to distinguish between 

paedophile and non-

paedophiles—the National 

Police must actively carry 

out digital literacy or 

socialization on child 

pornography to public. This 

aims at increasing public 

awareness of the possibility 

of anyone who has a deviant 

sexual orientation or make 

uses children to be exploited 

through other actions, such 

as child prostitution. 

2) Maximizing the utilization of 

CPU (Cyber Patrol Unit) by 

adding personnel and 

equipment so that there is no 

need to wait for reports or 

complaints from the public. 

CPU must also be proactive 

by prioritizing cyber patrol 

function as an early detection 

on development of social 

problems that arise through 

the internet (virtual world) 

which in this study is the 

problem of child 

pornography committed 

through social media. 

3) Administering immediate 

tests on suspect of child 

pornography in order to 

determine whether the 

suspect is really a paedophile 

or not, not just testing 

whether the perpetrator has a 

mental disorder or not. 

4) Cooperating with NCMEC 

(National Centre for Missing 

and Exploited Children) in 

order to monitor how many 

people from Indonesia are 

actively accessing child 

pornography content so that 

the police, in this case CPU 

can specifically monitor or 

supervise activities the 

suspected account. 

5) Conducting trainings for 

police investigators in police 

regions in order to know how 

inquiries and investigations 

of criminal offences using 

social media run due to the 

fact that there are still many 

investigators who do not 

really understand the ways 

and methods of handling 

cybercrimes, especially the 

activity of profiling 

perpetrators. 

 

b. External Suggestions: 

1) Indonesian National Police 

can provide inputs to the 

Government, in this case the 

Ministry of Communication 

and Information (Kominfo) 

to limit the use of VPN 

(virtual private network) 

because such facilities can be 

used by the perpetrators to 

access sites or websites that 
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are blocked from Indonesian 

IP addresses. 

2) Indonesian National Police 

together with Indonesian 

ministries or institutions and 

other stake holders, such as 

the Ministry of Health can 

carry out digital literacy 

activities—in the form of 

positive internet campaigns, 

especially to protect children 

as victims of child 

pornography—to public and 

inform the public about the 

dangers of pornography to 

health. 

3) Government, in this case 

Kominfo and Indonesian 

National Police can reduce 

one of the characteristics of 

social media: anonymity by 

connecting all social media 

with cell phone numbers that 

have been registered by 

Kominfo in order to reduce 

someone's intention to use 

fake or disguised accounts on 

their social media. 

4) Academics can conduct more 

in-depth research related to 

perpetrators of child 

pornography because until 

now the author considers that 

there is still a lack of 

literature that discusses or 

examines perpetrators of 

child pornography though 

there are many negative 

impacts or effects of this 

crime. 

 

 

REFERENCES 

 

Books/Journals 

Abdussalam, R. 2002. Hukum Kepolisian 

sebagai Hukum Positif dalam Disiplin 

Hukum. Jakarta: PTIK Press. 

Barhaomi, Chokri. 2015. The Effectiveness 

of WhatsApp Mobile Learning 

Activities Guided by Activity Theory 

on Student’s Knowledge 

Management. Saudi Arabia: Taibah 

University. 

Chazawi, Adami. 2009. Tindak Pidana 

Pornografi, Surabaya: ITS Press 

Cohen, L..E., & Felson, M. (1979). Social 

Change And Crime Rate Trends: A 

Routine Activity Approach. American 

sociological review, 588-608. 

Coleman, J. S., & Fararo, T. J. 1992. 

Rational Choice Theory. Nueva York: 

Sage. 

Cooper, A., Putnam, D., Planchon, L., dan 

Boies, S. 1999. Online Sexual 

Compulsivity: Getting Tangled in 

Dahniel, Rycko Amelza., et.al. 2015. Ilmu 

Kepolisian. Edisi Perdana Dies Natalis 

ke 69 STIK-PTIK. Jakarta: PTIK 

Press. 

Dermawan, Mohammad Kemal. 2013. 

Memahami Strategi Pencegahan 

Kejahatan. Jakarta: Departemen 

Kriminologi FISIP-UI. 

Dermawan, Mohammad Kemal. 1994. 

Strategi Pencegahan Kejahatan. 

Bandung: PT Citra Aditya Bakti. 

Ferdinand, Augusty. 2014. Metode 

Penelitian Manajemen: Pedoman 

Penelitian untuk Penulisan Skripsi, 

Tesis, dan Disertasi. Semarang: Badan 

Penerbit Universitas Diponegoro. 

Ghony, M. Djunaidi., dan Almanshur, 

Fauzan. 2014. Metodologi Penelitian 

Kualitatif. Yogyakarta: Ar-Ruzz 

Media. 

Gilbert, P. 1995. Biopsychosocial 

approaches and evolutionary theory as 

aids to integration in clinical 

psychology and 

psychotherapy. Clinical Psychology & 

Psychotherapy. 

Gray, J. A., & McNaughton, N. (2003). The 

Neuropsychology Of Anxiety: An 

Enquiry Into The Function Of The 

Septo-Hippocampal System (No. 33). 

Oxford University Press. 



362 

 

Herdiansyah, Haris. 2011 Metodologi 

Penelitian Kualitatif untuk Ilmu-Ilmu 

Sosial. Jakarta: Salemba Humanika. 

Indarto, Dono. 2000, Skripsi “Penegakan 

Hukum Tindak Pidana Pornografi di 

Direktorat Pidana Umum Korserse 

Polri”. 

Irawan, Dedi. 2017, Skripsi “Peta 

Permasalahan Terkait Pornografi dan 

Strategi Kepolisian Guna 

Mengatasinya” 

Ismail, Chairuddin. 2015. Ilmu Kepolisian 

dan Perkembangannya di Indonesia. 

Jakarta: PT Merlyn Lestari 

Kitaeff, Jakc. 2011. Forensic Psychology. 

Maryland: Pearson Education, Inc. 

Krone, Tony. 2004. A Typology of Online 

Child Pornography Offending. Trends 

& Issues in Crime and Criminal 

Justice, No. 279. Canberra: Australian 

Institute of Criminology. 

Lab, Steven P. 1992. Crime Prevention: 

Approaches, Practices and Evaluation, 

Second Edition. Florida: Anderson 

Publishing Co 

Lersch, Kim Michelle. 2007. Space, Time, 

and Crime. North Carolina: Carolina 

Academic Press. 

Linz, D. dan Imrich, D., 2001. Child 

pornography. Boston: Springer 

Moeljanto dan Aksara, B. 2002. Asas-Asas 

Hukum Pidana, Jakarta: PT. Rineka 

Cipta. 

Moelong, Lexy. J. 2007. Metode Penelitian 

Kualitatif. Bandung: PT Remaja 

Rosdakarya. 

Merdian, Hannah Lena. 2013, Jurnal “The 

Three Dimensions of Online Child 

Pornography Offending”. 

Nasrullah, Rulli. 2017. Media Sosial 

Perspektif Komunikasi, Budaya dan 

Sosioteknologi. Bandung: Simbiosa 

Rekatama Media. 

Nitibaskara, TB Ronny Rahman. 2009. 

Perangkap Penyimpangan dan 

Kejahatan. Jakarta: YPKIK.  

Nichols, H. R., & Molinder, I. (2000). MSI 

II: Multiphasic Sex Inventory II 

Handbook. Tacoma, WA: Nichols & 

Molinder. 

Pratt, Travis C, Michael D. Reisig. 2010. 

Routine Online Activity And Internet 

Fraud Targeting: Extending The 

Generality Of Routine Activity 

Theory. Phoenix: Arizona State 

University. 

Quayle, E., dan  Taylor, M., 2001. Child 

Seduction and Self- Representation on 

the Internet.  CyberPsychology & 

Behavior 4(5):597–608 

Schneider, Jennifer. 2000. Effects of 

cybersex addiction on the family: 

Results of a survey. Sexual Addiction 

& Compulsivity: The Journal of 

Treatment and Prevention, 7(1-2), 

pp.31-58. New York: Brunner/Mazel 

Soekanto, Soerjono. 1983. Faktor-Faktor 

yang Mempengaruhi Penegakkan 

Hukum. Jakarta: Rajawali Pers 

Sunarto, Kamanto. 2004. Pengantar 

Sosiologi (edisi revisi). Jakarta: 

Lembaga Penerbit Fakultas Ekonomi 

Universitas Indonesia. 

Webb, P., Jones, A., & Hockney, D. 

1975. The Erotic Arts. London: 

Secker & Warburg. 

William, Frank P and McShane, Marilyn. 

1993. Criminology Theory. Ohio: 

Anderson Publishing Co. 

Wortley, Richard and Smallbone, Stephen. 

2012. Child Pornography on the 

Internet. Center for Problem-Oriented 

Policing, Inc.   

 

 

Laws and Regulations 

Kepolisian Negara Republik Indonesia, 

Perkap Nomor 23 Tahun 2010 tentang 

Susunan Organisasi dan Tata Kerja pada 

Tingkat Kepolisian Resort dan Kepolisian 

Sektor. 

Republik Indonesia, Undang-Undang 

Nomor 2 Tahun 2002 tentang Kepolisian 

Negara Republik Indonesia. 

Republik Indonesia, Undang-Undang 

Nomor 1 Tahun 1946 tentang Kitab 

Undang-Undang Hukum Pidana 



363 

 

Republik Indonesia, Undang-Undang 

Nomor 44 Tahun 2008 tentang Pornografi. 

Republik Indonesia, Undang-Undang 

Nomor 19 Tahun 2016 tentang Perubahan 

atas Undang-Undang Republik Indonesia 

Nomor 11 Tahun 2008 tentang Informasi 

dan Transaksi Elektronik 

Republik Indonesia, Undang-Undang 

Nomor 11 Tahun 2008 tentang Informasi 

dan Transaksi Elektronik 

Republik Indonesia, Undang-Undang 

Nomor 35 Tahun 2014 tentang 

Perlindungan Anak. 

Indarto, Dono. 2000, Skripsi “Penegakan 

Hukum Tindak Pidana Pornografi di 

Direktorat Pidana Umum Korserse Polri”. 

Irawan, Dedi. 2017, Skripsi “Peta 

Permasalahan Terkait Pornografi dan 

Strategi Kepolisian GUna Mengatasinya” 

Merdian, Hannah Lena. 2013, Jurnal “The 

Three Dimensions of Online Child 

Pornography Offending”. 

 

 

Internets 

Blogspot. 2016. Upaya Pemerintah dalam 

Penanggulangan Cyberporn Di Indonesia, 

dalam https://dominique122.blogspot.co.id , 

diakses pada 20 Desember 2017 

Center for Problem Oriented Policing. 2013. 

Effects Of Child Pornography. 

http://www.popcenter.org/problems/child_p

ornography/2 , diakses 15 Desember 2017. 

Hidayat, Muhammad Lutfi, Bahaya 

pornografi 

https://biosejati.wordpress.com/2012/11/20/

bahaya-pornografi-bagi-otak-jiwa-dan-fisik/  

, diakses tanggal 16 Desember 2017 

Karjaluwoto, E. 2004. Jenis media sosial 

menurut. Dalam 

http://www.smashlab.com/media/white-

papers/a-prime-in-social-media , diakses 

pada 15 Desember 2017. 

KBBI. 2014. Pengertian sarana, dalam 

https://kbbi.web.id/sarana, diakses tanggal 

14 Desember 2017 

KBBI. 2015. Pengertian fasilitas, dalam 

https://kbbi.web.id/fasilitas diakses tanggal 

14 Desember 2017 

Kurniawanm, Aris. 2015. Pengertian 

analisis dalam,  

http://www.gurupendidikan.co.id/13-

pengertian-analisis-menurut-para-ahli-

didunia/ tanggal 13 Desember 2017 

Kompas, 2016. Batas Anggota Aplikasi 

What’s App dalam, 

http://tekno.kompas.com/read/2016/02/05/0

8361057/Batas.Anggota.Group.WhatsApp.

Naik.Jadi.256.Orang diakses tanggal 15 

Desember 2017 

Lisa, 2014. Makalah hukum pidana dalam,  

http://makalah-hukum-

pidana.blogspot.co.id/2014/05/undang-

undang.html , diakses 12 Desember 2017.  

Pengertian kepribadian menurut ahli dalam, 

http://www.pengertianahli.com/2013/11/pen

gertian-kepribadian-menurut-ahli.html 

diakses 23 Desember 2017 

Pengertian Pornografi dan Pornoaksi. 2015, 

dalam 

http://www.landasanteori.com/2015/09/peng

ertian-pornografi-dan-definisi.html , diakses 

14 Desember 2017 

Pengertian Media sosial, dalam 

https://ptkomunikasi.wordpress.com/2012/0

6/11/pengertian-media-sosial-peran-serta-

fungsinya/ diakses 14 Desember 2017. 

Pengertian media sosial, dalam 

http://www.icrossing.com/uk/sites/default/fi

les_uk/insight_pdf_files/What%20is%20So

cial%20Media_iCrossing_ebook.pdf diakses 

14 Desember 2017 

Zarella, Dan. 2010. Pengertian media sosial 

dalam, 

http://danzarrella.com/Social_Media_Marke

ting_Book_ch1_3.pdf diakses 14 Desember 

2017 

Police News Centre. 2016. Proaktif polisi, 

dalam, 

http://www.policenewscenter.com/berita-

4782-polisi-harus-berpikir-proaktif-kepada-

masyarakat.html , diakses 27 Desember 

2017 

Putra, Adi Wibawa, 2013. 

https://wibawaadiputra.wordpress.com/2013

/01/27/media-sosial-jejaring-sosial-social-

media-social-network/ ,diakses tanggal 16 

Desember 2017. 

https://dominique122.blogspot.co.id/
http://www.popcenter.org/problems/child_pornography/2
http://www.popcenter.org/problems/child_pornography/2
https://biosejati.wordpress.com/2012/11/20/bahaya-pornografi-bagi-otak-jiwa-dan-fisik/
https://biosejati.wordpress.com/2012/11/20/bahaya-pornografi-bagi-otak-jiwa-dan-fisik/
http://www.smashlab.com/media/white-papers/a-prime-in-social-media
http://www.smashlab.com/media/white-papers/a-prime-in-social-media
https://kbbi.web.id/sarana
https://kbbi.web.id/fasilitas
http://www.gurupendidikan.co.id/13-pengertian-analisis-menurut-para-ahli-didunia/
http://www.gurupendidikan.co.id/13-pengertian-analisis-menurut-para-ahli-didunia/
http://www.gurupendidikan.co.id/13-pengertian-analisis-menurut-para-ahli-didunia/
http://tekno.kompas.com/read/2016/02/05/08361057/Batas.Anggota.Group.WhatsApp.Naik.Jadi.256.Orang
http://tekno.kompas.com/read/2016/02/05/08361057/Batas.Anggota.Group.WhatsApp.Naik.Jadi.256.Orang
http://tekno.kompas.com/read/2016/02/05/08361057/Batas.Anggota.Group.WhatsApp.Naik.Jadi.256.Orang
http://makalah-hukum-pidana.blogspot.co.id/2014/05/undang-undang.html
http://makalah-hukum-pidana.blogspot.co.id/2014/05/undang-undang.html
http://makalah-hukum-pidana.blogspot.co.id/2014/05/undang-undang.html
http://www.pengertianahli.com/2013/11/pengertian-kepribadian-menurut-ahli.html
http://www.pengertianahli.com/2013/11/pengertian-kepribadian-menurut-ahli.html
http://www.landasanteori.com/2015/09/pengertian-pornografi-dan-definisi.html
http://www.landasanteori.com/2015/09/pengertian-pornografi-dan-definisi.html
https://ptkomunikasi.wordpress.com/2012/06/11/pengertian-media-sosial-peran-serta-fungsinya/
https://ptkomunikasi.wordpress.com/2012/06/11/pengertian-media-sosial-peran-serta-fungsinya/
https://ptkomunikasi.wordpress.com/2012/06/11/pengertian-media-sosial-peran-serta-fungsinya/
http://www.icrossing.com/uk/sites/default/files_uk/insight_pdf_files/What%20is%20Social%20Media_iCrossing_ebook.pdf
http://www.icrossing.com/uk/sites/default/files_uk/insight_pdf_files/What%20is%20Social%20Media_iCrossing_ebook.pdf
http://www.icrossing.com/uk/sites/default/files_uk/insight_pdf_files/What%20is%20Social%20Media_iCrossing_ebook.pdf
http://danzarrella.com/Social_Media_Marketing_Book_ch1_3.pdf
http://danzarrella.com/Social_Media_Marketing_Book_ch1_3.pdf
http://www.policenewscenter.com/berita-4782-polisi-harus-berpikir-proaktif-kepada-masyarakat.html
http://www.policenewscenter.com/berita-4782-polisi-harus-berpikir-proaktif-kepada-masyarakat.html
http://www.policenewscenter.com/berita-4782-polisi-harus-berpikir-proaktif-kepada-masyarakat.html
https://wibawaadiputra.wordpress.com/2013/01/27/media-sosial-jejaring-sosial-social-media-social-network/
https://wibawaadiputra.wordpress.com/2013/01/27/media-sosial-jejaring-sosial-social-media-social-network/
https://wibawaadiputra.wordpress.com/2013/01/27/media-sosial-jejaring-sosial-social-media-social-network/


364 

 

Saxena, S. 2014. Social media can be 

organized in 6 Clear Categories dalam, 

https://www.easymedia.in./social-media-

can-organized-6-celar-categories/ diakses 

tanggal 24 Desember 2017. 

VOA Indonesia. 2016. Kejahatan seksual 

adalah kejahatan luar biasa 

https://www.voaindonesia.com/a/presiden-

jokowi-kejahatan-seksual-terhadap-anak-

adalah-kejahatan-luar-biasa/3324087.html , 

diakses pada 20 Desember 2017. 

WhatsApp Enription Overview dalam,  

https://faq.whatsapp.com/en/android/280300

15/?lang=id diakses pada tanggal 27 

Desember 2017

 

 

https://www.easymedia.in./social-media-can-organized-6-celar-categories/
https://www.easymedia.in./social-media-can-organized-6-celar-categories/
https://www.voaindonesia.com/a/presiden-jokowi-kejahatan-seksual-terhadap-anak-adalah-kejahatan-luar-biasa/3324087.html
https://www.voaindonesia.com/a/presiden-jokowi-kejahatan-seksual-terhadap-anak-adalah-kejahatan-luar-biasa/3324087.html
https://www.voaindonesia.com/a/presiden-jokowi-kejahatan-seksual-terhadap-anak-adalah-kejahatan-luar-biasa/3324087.html
https://faq.whatsapp.com/en/android/28030015/?lang=id
https://faq.whatsapp.com/en/android/28030015/?lang=id

